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AR ERINE. BENMBUNAGRMIEPWIFIRZENE, B4 T7TERNER, EiNo module
named yaml. if you can see this, traffic is not passing through mitmproxy. Cannot validate
certificate hostname without SNI. ssI3_read_bytes sslv3 alert certificate unknown. -sBtTGiEIEE
pythonhRZs . HMEIRIEERFE . mitmdumpfB/REZFATIL. ssI3_get record wrong version
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GitbookREhY

e crifan/crawler_proxy_tool_mimproxy: & IEFIZ5: mitmproxy

{a{ERLLEGitbookiRIBEE M AT N B FH

ML crifan/gitbook_template: demo how to use crifan gitbook template and demo

LN

o IMEMIEFIZE: mitmproxy book.crifan.com
o HMEMLIEF)ZS: mitmproxy crifan.github.io

B4 N EhE

o IMBMRIEFIZZ: mitmproxy PDF
o IMEMCIEFIZE: mitmproxy ePub
o HEIEFIZE: mitmproxy Mobi


https://github.com/crifan/crawler_proxy_tool_mimproxy
https://github.com/crifan/gitbook_template
http://book.crifan.com/books/crawler_proxy_tool_mimproxy/website
https://crifan.github.io/crawler_proxy_tool_mimproxy/website
http://book.crifan.com/books/crawler_proxy_tool_mimproxy/pdf/crawler_proxy_tool_mimproxy.pdf
http://book.crifan.com/books/crawler_proxy_tool_mimproxy/epub/crawler_proxy_tool_mimproxy.epub
http://book.crifan.com/books/crawler_proxy_tool_mimproxy/mobi/crawler_proxy_tool_mimproxy.mobi
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crifan/crifan_ebook_readme: Crifanfy B8 FHa9{F A58
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mitmproxyiiiA

e mitmproxy
o FZIFAMEMNT
= mitmproxy = mitm ] proxy
m  mitm = MITM = Man-In-The-Middle
» HiF: AfEPE
= R ->
» BRERIRRTMBIEREEMLEE
» FRAFIEARIERVINEE: ERERARFEEMAEITEK
» BHAIUFRZERE
» tbal
» 1B, RIFMBIFEK
 EEH (RFEREANN) WEIFK
» (HZE) EN. MERMNESENTAEENMEITK
» FER: EEHRARL M
m  Man-In-The-Middle attack = B AR
o mitmproxy IEE—EIQE'\]/E'\$/J'_(, 12
= mitmproxy ! REXNWBIITLE
» Bfta=—ma)iEHR
" B/
= mitmproxy is an interactive, SSL/TLS-capable intercepting proxy with a
console interface for HTTP/1, HTTP/2, and WebSockets
= X
= mitmproxye—"M{IETR
» INEER4T =
» XEAM
» iFhttpsiZE
» TEFWMY: HTTP/1 | HTTP/2 . WebSockets
» FmiS: 2#l&console R ERE

o RITAE=8E



(X X ~/mitmproxy/mitmproxy

4 [14/36]

.
= mitmweb ! BETFHLTHFUIRE
» BJDAIEARSD: WTTARAImMitmproxy
» Bfta=—m)iEHiR
= mitmweb is a web-based interface for mitmproxy

» KT AF=8E
= C 1} | © localhost:8081/#/flows

Start Options Flow

C & i} £

1a44-448f-9ala-7dedadebbfed/respons € ¥ | &

H

o
Replay Duplicate Revert Delete Download A
Flow Medification Export Interception
Path Method Status Size Time Request | Response | Details
:‘https:.-’.-’\.»ww.google.co... GET 302 LTI |1 1p/1.1 284 Mo Content P
Shttp:.-'.-'google.con1-‘ GET 302 258b  33ms Content-Ty text/html; charset=
pe -8
<> https:/fwww.google.de/... GET 200 64.3kb 218ms Date Tue, 2@ Dec 2816 15:5
-"h [, le.defi... GET 200 2.0kb 441 et
E ttps:/iwww.google.defi.. : ms D e
https:/fwww.google.de/... GET 200 136.9kb 242ms Content-Le @
S— ngth
& | https://lh3.googleus... C GET 200 1.2kb  82ms X-¥55-Prot 1; mode=block
== ecti
<> hitps:/iclients5.goog... CGET 200 1220 B sl == 7" B .
— X-Frame-Op SAMEORIGIN
. E==mers o

= mitmdump : ARSIThRAR

» Bfta=—a)iEHiR

= mitmdump is the command-line version of mitmproxy. Think tcpdump for HTTP
» ELE

® mitmdump ZF mitmproxy

= WK
= tcpdump ZTF HTTP

» IR R

» B RIThRASHY charles / Fiddler

o XEME: ZUNMII. apphIlEl



o Wit
o BRI
= |ntroduction
= https://docs.mitmproxy.org/stable/
o GitHub
= mitmproxy/mitmproxy: An interactive TLS-capable intercepting HTTP proxy for
penetration testers and software developers
= https://github.com/mitmproxy/mitmproxy

crifan.com, {ERE Z4.0EFR(CC BY 4.0)71Y&7n all right reserved, powered by Gitbook&/GE
¥ 2021-01-17 12:43:55


https://docs.mitmproxy.org/stable/
https://github.com/mitmproxy/mitmproxy
https://creativecommons.org/licenses/by/4.0/deed.zh

mitmdump

mitmdump = mitmproxy E’\]ﬁ@?‘}ﬁ&zﬁo
mitmproxy 1 mitmdump BNFIIEFIZHEEAR—IN,
LA FE B mitmdump HIER,

crifan.com, {ERAE®4.0E[R(CC BY 4.0)iY &7 all right reserved, powered by Gitbook&x/5E
¥ 2021-01-17 12:43:55


https://creativecommons.org/licenses/by/4.0/deed.zh

T

T &Emitmproxy

B T &t

e Downloads
o https://mitmproxy.org/downloads/#6.0.2/

® 08 @ oowncads x Bk
& - C & mitmproxy.org/downloads/#6.0.2(
Downloads > 6.0.2

= Heads Up! You can also install mitmproxy via brew, pip, WSL, or Docker!

Name

B mitmproxy-6.0.2-linux.tar.gz

B mitmproxy-6.0.2-osx.tar.gz

B mitmproxy-6.0.2-py3-none-any.whl

B mitmproxy-6.0.2-windows-installer.exe
ﬂ mitmproxy-6.0.2-windows.zip

B pathod-6.0.2-linux.tar.gz

B pathod-6.0.2-osx.tar.gz

B pathod-6.0.2-windows.zip

mitmproxy, a project by @cortesi, @maximilianhils, and @raumfresser.
Maintained by the core team with the help of our fantastic contributors.
Code licensed MIT, website @ 2020 Mitmproxy Project.

BIRT T 2333 N R SR A B P HAT X

e Mac

Modified
2020/12/16 £512:49:49
2020/12/16 £%12:49:49
2020/12/16 £%12:49:49
2020/12/16 L512:49:49
2020/12/16 £¥12:49:49
2020/12/16 £%12:49:49
2020/12/16 £ F12:49:52

202001216 LF12:49:51

Size

70.3 MB

39.0 MB

11MB

35.7 MB

34.8 MB

40.2 MB

201 MB

22.0 MB

|

W Follow @mitmproxy

o https://snapshots.mitmproxy.org/6.0.2/mitmproxy-6.0.2-osx.tar.gz

e Win

o https://snapshots.mitmproxy.org/6.0.2/mitmproxy-6.0.2-windows-installer.exe
o https://snapshots.mitmproxy.org/6.0.2/mitmproxy-6.0.2-windows.zip

e Linux

o https://snapshots.mitmproxy.org/6.0.2/mitmproxy-6.0.2-linux.tar.gz

crifan.com, {ERZ24.0EFR(CC BY 4.0)/11% & %5 all right reserved, powered by Gitbookf/ZE

1 2021-01-17 12:43:55
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https://snapshots.mitmproxy.org/6.0.2/mitmproxy-6.0.2-windows.zip
https://snapshots.mitmproxy.org/6.0.2/mitmproxy-6.0.2-linux.tar.gz
https://creativecommons.org/licenses/by/4.0/deed.zh

Z = mitmproxy

THEZ#HBIXHE, (Mac. Win, Linux%) F1MASH, BIRTEELRE.
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Mac
MacHt T LAE A brew X!
brew mitmproxy
AT AFPythonH#IpipE (£5PythontfiEAH) Rik:

pip mitmproxy

F WRBEE mitmdump AR -s EINEE .py BpythonfilAxd, BEIT pyaml B9IE, NHCEEL
A pip &% pyyaml :

pip instal pyyaml
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Win
ZI5B589 (o) R

ZBITEWIn105 & mitmproxy, JBZEZ 28] :

build _openssl.c error C2065 X509 V_FLAG_CB_ISSUER_CHECK
undeclared identifier

creating build\temp.win-amdé4-3,8\Release\build\temp.win-amd64-3,8\Release
C:\Program Files (x86 \Microsoft Visual Studio 14.0\VC\BIN\x86_amdé4\cl.exe /c /nologo /
Ox /W3 /GL /DNDEBUG /MD

/Tcbuild\temp.win-amdé4-3,8\Release\_opens
sl.c /Fobuild\temp.win-amd64-3,8\Release\build\temp.win-amd64-3,8\Release\_openssl.obj
_openssl.c
build\temp.win-amd64-3,8\Release\_openssl.c 1369 : warning C4@98:
returning a value
build\temp.win-amd64-3,8\Release\_openssl.c 11095 : error C2065:
undeclared identifier
build\temp.win-amd64-3,8\Release\_openssl.c 11096 : error C2065:
undeclared identifier
build\temp.win-amd64-3,8\Release\_openssl.c 12429 : warning C4013: un
defined: assuming extern returning int
build\temp.win-amd64-3,8\Release\_openssl.c 12429 : warning C4047:
differs levels of indirection from
build\temp.win-amd64-3,8\Release\_openssl.c 12452 : warning C4047:
differs levels of indirection from

build\temp.win-amd64-3,8\Release\_openssl.c 13565 : warning C4090: different
qualifiers

build\temp.win-amd64-3.,8\Release\_openssl.c 13575 : warning C4090: different

qualifiers

build\temp.win-amd64-3,8\Release\_openssl.c 13589 : warning C4090: different
qualifiers

build\temp.win-amd64-3,8\Release\_openssl.c 13599 : warning C4090: different

qualifiers

build\temp.win-amd64-3,8\Release\_openssl.c 16441 : warning C4013:
undefined: assuming extern returning int
build\temp.win-amd64-3,8\Release\_openssl.c 16465 : warning C4013:
undefined: assuming extern returning int
build\temp.win-amd64-3,8\Release\_openssl.c 16465 : warning C4e47:
differs levels of indirection from
build\temp.win-amd64-3,8\Release\_openssl.c 16475 : warning C4e47:
differs levels of indirection from
build\temp.win-amd64-3,8\Release\_openssl.c 16575 : warning C4013: un
defined: assuming extern returning int
build\temp.win-amd64-3,8\Release\_openssl.c 16599 : warning C4013:



undefined: assuming extern returning int

build\temp.win-amd64-3,8\Release\_openssl.c 1929@ :

undefined: assuming extern returning int

build\temp.win-amd64-3,8\Release\_openssl.c 1929@ :

differs levels of indirection from

build\temp.win-amd64-3,8\Release\_openssl.c 19300@ :

differs levels of indirection from

build\temp.win-amd64-3,8\Release\_openssl.c 19350@ :

ined: assuming extern returning int

build\temp.win-amd64-3,8\Release\_openssl.c 1935@ :

differs levels of indirection from

build\temp.win-amdé64-3,8\Release\_openssl.c 19360@ :

differs levels of indirection from

build\temp.win-amdé64-3,8\Release\_openssl.c 19374 :

undefined: assuming extern returning int

build\temp.win-amdé64-3,8\Release\_openssl.c 19374 :

differs levels of indirection from
build\temp.win-amdé64-3,8\Release\_openssl.c 19384
differs levels of indirection from
build\temp.win-amdé4-3.8\Release\_openssl.c 22275
fined: assuming extern returning int
build\temp.win-amdé64-3,8\Release\_openssl.c 23380
undefined: assuming extern returning int
build\temp.win-amdé64-3.8\Release\_openssl.c 23404
undefined: assuming extern returning int
build\temp.win-amd64-3,8\Release\_openssl.c 25957
undefined: assuming extern returning int
build\temp.win-amdé64-3.8\Release\_openssl.c 26094
undefined: assuming extern returning int
build\temp.win-amdé64-3,8\Release\_openssl.c 32153
ed: assuming extern returning int
build\temp.win-amd64-3,8\Release\_openssl.c 34129
qualifiers
build\temp.win-amd64-3.8\Release\_openssl.c 34152
qualifiers
build\temp.win-amd64-3.8\Release\_openssl.c 34609
fined: assuming extern returning int
build\temp.win-amd64-3,8\Release\_openssl.c 34709
ndefined: assuming extern returning int
build\temp.win-amd64-3,8\Release\_openssl.c 34793
undefined: assuming extern returning int
build\temp.win-amd64-3.8\Release\_openssl.c 38288
ned: assuming extern returning int
build\temp.win-amd64-3,8\Release\_openssl.c 46480
qualifiers
build\temp.win-amd64-3.8\Release\_openssl.c 46520
qualifiers
build\temp.win-amd64-3.8\Release\_openssl.c 46713
defined: assuming extern returning int
build\temp.win-amd6é4-3.8\Release\_openssl.c 46773
undefined: assuming extern returning int
build\temp.win-amd64-3.8\Release\_openssl.c 49146
undefined: assuming extern returning int

warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning

warning

C4013:

C4047:

C4047:

C4013:

C4047:

C4047:

C4013:

C4047:

C4047:

C4013:

C4013:

C4013:

C4013:

C4013:

C4013:

C4e90:

C4e90:

C4013:

C4013:

C4013:

C4013:

C4e90:

C4090:

C4013:

C4013:

C4013:

undef

unde

undefin

different

different

unde

undefi

different

different

un



build\temp.win-amd64-3,8\Release\_openssl.c 49146 :

differs levels of indirection from

build\temp.win-amd64-3,8\Release\_openssl.c 49156 :

differs levels of indirection from

build\temp.win-amd64-3,8\Release\_openssl.c 49170 :

fined: assuming extern returning int

build\temp.win-amd64-3,8\Release\_openssl.c 4917@ :

differs levels of indirection from

build\temp.win-amd64-3,8\Release\_openssl.c 49180 :

differs levels of indirection from

build\temp.win-amd64-3,8\Release\_openssl.c 49194 :

undefined: assuming extern returning int

build\temp.win-amd64-3,8\Release\_openssl.c 49194 :

differs levels of indirection from

build\temp.win-amd64-3,8\Release\_openssl.c 49204 :

differs levels of indirection from

build\temp.win-amd64-3,8\Release\_openssl.c 49218 :

undefined: assuming extern returning int

build\temp.win-amd64-3,8\Release\_openssl.c 49218 :

differs levels of indirection from

build\temp.win-amd64-3,8\Release\_openssl.c 49228 :

differs levels of indirection from

build\temp.win-amd64-3,8\Release\_openssl.c 49242 :

fined: assuming extern returning int

build\temp.win-amd64-3,8\Release\_openssl.c 49242 :

differs levels of indirection from
build\temp.win-amd64-3,8\Release\_openssl.c 49252
differs levels of indirection from
build\temp.win-amdé64-3.8\Release\_openssl.c 49266
undefined: assuming extern returning int
build\temp.win-amd64-3,8\Release\_openssl.c 49266
differs levels of indirection from
build\temp.win-amd64-3,8\Release\_openssl.c 49276
differs levels of indirection from
build\temp.win-amd64-3,8\Release\_openssl.c 49290
undefined: assuming extern returning int
build\temp.win-amdé4-3.8\Release\_openssl.c 49290
differs levels of indirection from
build\temp.win-amd64-3,8\Release\_openssl.c 49300
differs levels of indirection from
build\temp.win-amd64-3,.8\Release\_openssl.c 49314
ned: assuming extern returning int
build\temp.win-amd64-3.8\Release\_openssl.c 49314
differs levels of indirection from
build\temp.win-amdé4-3.8\Release\_openssl.c 49324
differs levels of indirection from
build\temp.win-amd64-3.8\Release\_openssl.c 49338
undefined: assuming extern returning int
build\temp.win-amd64-3.8\Release\_openssl.c 49338
differs levels of indirection from

build\temp.win-amdé4-3.8\Release\_openssl.c 49348 :

differs levels of indirection from

build\temp.win-amdé4-3.8\Release\_openssl.c( 50421 :

warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning
warning

warning

C4047:

C4047:

C4013:

C4047:

C4047:

C4013:

C4047:

C4047:

C4013:

C4047:

C4047:

C4013:

C4047:

C4047:

C4013:

C4047:

C4047:

C4013:

C4047:

C4047:

C4013:

C4047:

C4047:

C4013:

C4047:

C4047:

C4013:

unde

unde

undefi



undefined: assuming extern returning int
build\temp.win-amd64-3,8\Release\_openssl.c 50421 : warning C4047:
differs levels of indirection from
build\temp.win-amd64-3,8\Release\_openssl.c 50444 : warning C4047:
differs levels of indirection from
build\temp.win-amd64-3,8\Release\_openssl.c 50457 : warning C4013:
undefined: assuming extern returning int
build\temp.win-amd64-3,8\Release\_openssl.c 50457 : warning C4047:
differs levels of indirection from
build\temp.win-amd64-3,8\Release\_openssl.c 50480 : warning C4047:
differs levels of indirection from
build\temp.win-amd64-3,8\Release\_openssl.c 50659 : warning C4013:
undefined: assuming extern returning int
build\temp.win-amd64-3,8\Release\_openssl.c 508712 : warning C4013:
undefined: assuming extern returning int
build\temp.win-amdé64-3,8\Release\_openssl.c 53826 : warning C4013:
undefined: assuming extern returning int
build\temp.win-amd64-3,8\Release\_openssl.c 53826 : warning C4047:
differs levels of indirection from
build\temp.win-amd64-3,8\Release\_openssl.c 53849 : warning C4e47:
differs levels of indirection from
build\temp.win-amd64-3,8\Release\_openssl.c 54363 : warning C4013:
undefined: assuming extern returning int
build\temp.win-amd64-3,8\Release\_openssl.c 54620 : warning C4013:
undefined: assuming extern returning int
build\temp.win-amd64-3,8\Release\_openssl.c 57001 : warning C4013: u
ndefined: assuming extern returning int
build\temp.win-amd64-3,8\Release\_openssl.c 57001 : warning C4047:
differs levels of indirection from
build\temp.win-amd64-3,8\Release\_openssl.c 57024 : warning C4047:
differs levels of indirection from
build\temp.win-amd64-3,8\Release\_openssl.c 57037 : warning C4013:
undefined: assuming extern returning int
build\temp.win-amd64-3,8\Release\_openssl.c 57037 : warning C4047:
differs levels of indirection from
build\temp.win-amd64-3,8\Release\_openssl.c 57060 : warning C4047:
differs levels of indirection from
build\temp.win-amd64-3.8\Release\_openssl.c 57500 : warning C4013: u
ndefined: assuming extern returning int
build\temp.win-amd64-3,8\Release\_openssl.c 57553 : warning C4013:
undefined: assuming extern returning int
error:
falled with status 2
ERROR: Failed building wheel cryptography
Running setup.py clean cryptography
Failed to build cryptography
ERROR: Could not build wheels cryptography use PEP 517 and cannot be installed d
irectly

«1 —
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BixdiziEl:

o [KfRR] windowsHpipZZEmitmproxyRss: build _openssl.c error C2065
X509_V_FLAG_CB_ISSUER_CHECK undeclared identifier

ERROR: Could not build wheels for cryptography which use PEP 517
and cannot be installed directly

pip mitmproxy

Collecting pycparser

Using cached https://files.pythonhosted.org/packages/68/9e/49196946aee219aead1290e00dle?
fdeab8567783e83e1b9ab5585e6206a/pycparser-2.19,tar.gz
Building wheels collected packages: cryptography

Building wheel cryptography (PEP 517 . error
ERROR: Command errored out with status 1:
command:

build_wheel

cwd: C:\Users\xxx\AppData\Local\Temp\pip-install-x4h_xxr8\cryptography

Complete output (112 lines :

running bdist_wheel

running build

running build_py

creating build

creating build\lib.win-amd64-3.8

creating build\lib.win-amd64-3.,8\cryptography

copying src\cryptography\exceptions.py - build\lib.win-amdé4-3.8\cryptography

copying src\cryptography\fernet.py - build\lib.win-amdé4-3,8\cryptography

copying src\cryptography\utils.py - build\lib.win-amdé4-3.8\cryptography

copying src\cryptography\__about__.py - build\lib.win-amdé4-3.8\cryptography

copying src\cryptography\__init__.py - build\lib.win-amdé4-3.8\cryptography

creating build\lib.win-amd64-3.8\cryptography\hazmat

copying src\cryptography\hazmat\_oid.py - build\1lib.win-amdé4-3.8\cryptography\hazmat

copying src\cryptography\hazmat\__init__.py - build\lib.win-amdé4-3.8\cryptography\hazm
at

creating build\lib.win-amdé4-3.8\cryptography\x5e9

copying src\cryptography\x5e9\base.py - build\lib.win-amdé4-3.8\cryptography\x5@9

copying src\cryptography\x5e9\certificate_transparency.py - build\lib.win-amd64-3.8\cry
ptography\x5@9

copying src\cryptography\x5e9\extensions.py - build\1lib.win-amdé4-3.8\cryptography\x5e9

copying src\cryptography\x509\general_name.py - build\lib.win-amdé4-3.8\cryptography\x5
09

copying src\cryptography\x5@9\name.py - build\1lib.win-amdé4-3.8\cryptography\x509

copying src\cryptography\x5@9\ocsp.py - build\lib.win-amdé4-3.8\cryptography\x509

copying src\cryptography\x509\oid.py - build\lib.win-amd64-3.8\cryptography\x5@9

copying src\cryptography\x509\__init__.py - build\lib.win-amd64-3.8\cryptography\x5@9

creating build\lib.win-amd64-3.8\cryptography\hazmat\backends

copying src\cryptography\hazmat\backends\interfaces.py - build\lib.win-amd64-3.8\crypto
graphy\hazmat\backends

copying src\cryptography\hazmat\backends\__init__.py - build\lib.win-amd6é4-3.8\cryptogr
aphy\hazmat\backends



creating build\lib.win-amdé4-3,8\cryptography\hazmat\bindings

copying src\cryptography\hazmat\bindings\__init__.py - build\lib.win-amdé4-3.8\cryptogr
aphy\hazmat\bindings

creating build\lib.win-amdé4-3,8\cryptography\hazmat\primitives

copying src\cryptography\hazmat\primitives\cmac.py - bulld\lib.win-amdé4-3.8\cryptograp
hy\hazmat\primitives

copying src\cryptography\hazmat\primitives\constant_time.py - build\1lib.win-amdé4-3.,8\c
ryptography\hazmat\primitives

copying src\cryptography\hazmat\primitives\hashes.py - build\1lib.win-amdé4-3.8\cryptogr
aphy\hazmat\primitives

copying src\cryptography\hazmat\primitives\hmac.py - bulld\lib.win-amdé4-3.8\cryptograp
hy\hazmat\primitives

copying src\cryptography\hazmat\primitives\keywrap.py - build\1lib.win-amd64-3.8\cryptog
raphy\hazmat\primitives

copying src\cryptography\hazmat\primitives\mac.py - build\1lib.win-amdé4-3.8\cryptograph
y\hazmat\primitives

copying src\cryptography\hazmat\primitives\padding.py - build\1lib.win-amd64-3.8\cryptog
raphy\hazmat\primitives

copying src\cryptography\hazmat\primitives\serialization.py - build\1lib.win-amd64-3.8\c
ryptography\hazmat\primitives

copying src\cryptography\hazmat\primitives\__init__.py - build\lib.win-amd64-3.8\crypto
graphy\hazmat\primitives

creating build\lib.win-amd64-3.8\cryptography\hazmat\backends\openssl

copying src\cryptography\hazmat\backends\openssl\aead.py - build\1lib.win-amd64-3.8\cryp
tography\hazmat\backends\openssl

copying src\cryptography\hazmat\backends\openssl\backend.py - build\lib.win-amd64-3.8\c
ryptography\hazmat\backends\openssl

copying src\cryptography\hazmat\backends\openssl\ciphers.py - build\1lib.win-amd64-3.8\c
ryptography\hazmat\backends\openssl

copying src\cryptography\hazmat\backends\openssl\cmac.py - build\1lib.win-amd64-3.8\cryp
tography\hazmat\backends\openssl

copying src\cryptography\hazmat\backends\openssl\decode_asnl.py - build\1lib.win-amd64-3
.8\cryptography\hazmat\backends\openssl

copying src\cryptography\hazmat\backends\openssl\dh.py - build\lib.win-amd64-3.8\crypto
graphy\hazmat\backends\openssl

copying src\cryptography\hazmat\backends\openssl\dsa.py - build\1lib.win-amdé4-3.8\crypt
ography\hazmat\backends\openssl

copying src\cryptography\hazmat\backends\openssl\ec.py - build\lib.win-amd64-3.8\crypto
graphy\hazmat\backends\openssl

copying src\cryptography\hazmat\backends\openssl\encode_asnl.py - build\1lib.win-amdé4-3
.8\cryptography\hazmat\backends\openssl

copylng src\cryptography\hazmat\backends\openssl\hashes.py - build\lib.win-amd64-3.8\cr
yptography\hazmat\backends\openssl

copying src\cryptography\hazmat\backends\openssl\hmac.py - build\1lib.win-amd64-3.8\cryp
tography\hazmat\backends\openssl

copying src\cryptography\hazmat\backends\openssl\ocsp.py - build\lib.win-amd64-3.8\cryp
tography\hazmat\backends\openssl

copying src\cryptography\hazmat\backends\openssl\rsa.py - build\1lib.win-amdé4-3.8\crypt
ography\hazmat\backends\openssl

copylng src\cryptography\hazmat\backends\openssl\utils.py - build\1lib.win-amd64-3.8\cry
ptography\hazmat\backends\openssl

copylng src\cryptography\hazmat\backends\openssl\x25519.py - build\1lib.win-amd64-3.8\cr
yptography\hazmat\backends\openssl



copying src\cryptography\hazmat\backends\openssl\x509.py - build\lib.win-amdé4-3.8\cryp
tography\hazmat\backends\openssl

copylng src\cryptography\hazmat\backends\openssl\__init__.py - build\lib.win-amdé4-3.8\
cryptography\hazmat\backends\openssl

creating build\lib.win-amd64-3,8\cryptography\hazmat\bindings\openssl

copying src\cryptography\hazmat\bindings\openssl\binding.py - build\1lib.win-amdé4-3,8\c
ryptography\hazmat\bindings\openssl

copying src\cryptography\hazmat\bindings\openssl\_conditional.py - build\1lib.win-amdé4-
3.8\cryptography\hazmat\bindings\openssl

copying src\cryptography\hazmat\bindings\openssl\__init__.py - build\lib.win-amdé4-3.8\
cryptography\hazmat\bindings\openssl

creating build\lib.win-amd64-3,8\cryptography\hazmat\primitives\asymmetric

copying src\cryptography\hazmat\primitives\asymmetric\dh.py - build\1lib.win-amdé4-3.8\c
ryptography\hazmat\primitives\asymmetric

copying src\cryptography\hazmat\primitives\asymmetric\dsa.py - build\lib.win-amdé4-3.8\
cryptography\hazmat\primitives\asymmetric

copying src\cryptography\hazmat\primitives\asymmetric\ec.py - build\1lib.win-amdé4-3.8\c
ryptography\hazmat\primitives\asymmetric

copying src\cryptography\hazmat\primitives\asymmetric\padding.py - build\1lib.win-amdé4-
3.8\cryptography\hazmat\primitives\asymmetric

copying src\cryptography\hazmat\primitives\asymmetric\rsa.py - build\lib.win-amdé4-3.8\
cryptography\hazmat\primitives\asymmetric

copying src\cryptography\hazmat\primitives\asymmetric\utils.py - build\lib.win-amdé4-3.
8\cryptography\hazmat\primitives\asymmetric

copying src\cryptography\hazmat\primitives\asymmetric\x25519.py - build\lib.win-amdé4-3
.8\cryptography\hazmat\primitives\asymmetric

copying src\cryptography\hazmat\primitives\asymmetric\__init__.py - build\1lib.win-amdé4
-3.8\cryptography\hazmat\primitives\asymmetric

creating build\lib.win-amd64-3.8\cryptography\hazmat\primitives\ciphers

copying src\cryptography\hazmat\primitives\ciphers\aead.py - build\lib.win-amd64-3.8\cr
yptography\hazmat\primitives\ciphers

copying src\cryptography\hazmat\primitives\ciphers\algorithms.py - build\1lib.win-amd64-
3.8\cryptography\hazmat\primitives\ciphers

copying src\cryptography\hazmat\primitives\ciphers\base.py - build\lib.win-amd64-3.8\cr
yptography\hazmat\primitives\ciphers

copying src\cryptography\hazmat\primitives\ciphers\modes.py - build\1lib.win-amd64-3.8\c
ryptography\hazmat\primitives\ciphers

copylng src\cryptography\hazmat\primitives\ciphers\__init__.py - build\1lib.win-amd64-3.
8\cryptography\hazmat\primitives\ciphers

creating build\lib.win-amd64-3.8\cryptography\hazmat\primitives\kdf

copylng src\cryptography\hazmat\primitives\kdf\concatkdf.py - build\1lib.win-amd64-3.8\c
ryptography\hazmat\primitives\kdf

copying src\cryptography\hazmat\primitives\kdf\hkdf.py - build\lib.win-amd64-3.8\crypto
graphy\hazmat\primitives\kdf

copylng src\cryptography\hazmat\primitives\kdf\kbkdf.py - build\lib.win-amd64-3.8\crypt
ography\hazmat\primitives\kdf

copylng src\cryptography\hazmat\primitives\kdf\pbkdf2.py - build\lib.win-amd64-3.8\cryp
tography\hazmat\primitives\kdf

copylng src\cryptography\hazmat\primitives\kdf\scrypt.py - build\lib.win-amd64-3.8\cryp
tography\hazmat\primitives\kdf

copylng src\cryptography\hazmat\primitives\kdf\x963kdf.py - build\1lib.win-amd64-3.8\cry
ptography\hazmat\primitives\kdf

copylng src\cryptography\hazmat\primitives\kdf\__init__.py - build\lib.win-amd64-3.8\cr



yptography\hazmat\primitives\kdf

creating build\lib.win-amdé4-3,8\cryptography\hazmat\primitives\twofactor

copylng src\cryptography\hazmat\primitives\twofactor\hotp.py - build\lib.win-amdé4-3.8\
cryptography\hazmat\primitives\twofactor

copylng src\cryptography\hazmat\primitives\twofactor\totp.py - build\lib.win-amdé4-3.8\
cryptography\hazmat\primitives\twofactor

copying src\cryptography\hazmat\primitives\twofactor\utils.py - build\lib.win-amd64-3.8
\cryptography\hazmat\primitives\twofactor

copying src\cryptography\hazmat\primitives\twofactor\__init__.py - build\lib.win-amdé4-
3.8\cryptography\hazmat\primitives\twofactor

running egg_info

writing src\cryptography.egg-info\PKG-INFO

writing dependency_links to src\cryptography.egg-info\dependency_links.txt

writing requirements to src\cryptography.egg-info\requires.txt

writing top-level names to src\cryptography.egg-info\top_level.txt

reading manifest

reading manifest template

no previously-included directories found matching

warning: no previously-included files matching found under directory

writing manifest

running build_ext

generating cffi module

creating build\temp.win-amdé4-3.8

creating build\temp.win-amdé4-3,.8\Release

generating cffi module

generating cffi module

building extension

creating build\temp.win-amdé4-3.8\Release\build

creating build\temp.win-amd64-3.8\Release\build\temp.win-amd64-3.8

creating build\temp.win-amdé4-3.8\Release\build\temp.win-amd64-3.8\Release

C:\Program Files (x86 \Microsoft Visual Studio 14.@\VC\BIN\x86_amd64\cl.exe /c /nologo /
Ox /W3 /GL /DNDEBUG /MD

/Tcbuild\temp.win-amd64-3,8\Release\_opens
sl.c /Fobuild\temp.win-amd64-3,8\Release\build\temp.win-amd64-3,8\Release\_openssl.obj

_openssl.c
build\temp.win-amd64-3,8\Release\_openssl.c 498 : fatal error C1083: Cannot include
file: No such or directory
error:
falled with status 2

ERROR: Failed building wheel cryptography

Running setup.py clean cryptography
Failed to build cryptography
ERROR: Could not build wheels cryptography use PEP 517 and cannot be installed d
irectly

T

pip cryptography



Bla)EkIA.

AR :

python -m pip --no-use-pep517 mitmproxy

BirREfbEIR:

copying src\cryptography\hazmat\primitives\twofactor\__init__.py - build\lib.win-amdé

4-3,8\cryptography\hazmat\primitives\twofactor

running egg_info

writing src\cryptography.egg-info\PKG-INFO

writing dependency_links to src\cryptography.egg-info\dependency_links.txt
writing requirements to src\cryptography.egg-info\requires,txt

writing top-level names to src\cryptography.egg-info\top_level.txt

reading manifest

reading manifest template

no previously-included directories found matching

warning: no previously-included files matching found under directory
writing manifest

running build_ext

generating cffi module

creating build\temp.win-amdé4-3.8

creating build\temp.win-amdé4-3,8\Release

generating cffl module

generating cffl module

building extension

creating build\temp.win-amdé4-3,8\Release\build

creating build\temp.win-amdé4-3.8\Release\build\temp.win-amdé64-3.8
creating build\temp.win-amdé4-3.8\Release\build\temp.win-amd64-3.8\Release
C:\Program Files (x86 \Microsoft Visual Studio 14.@\VC\BIN\x86_amd64\cl.exe /c /nologo

/0x /W3 /GL /DNDEBUG /MD

/Tcbuild\temp.win-amd64-3.8\Release\_ope

nssl.c /Fobuild\temp.win-amdé64-3,8\Release\build\temp.win-amdé4-3,8\Release\_openssl.obj

de

_openssl.c
build\temp.win-amdé4-3.8\Release\_openssl.c 498 : fatal error C1@83: Cannot inclu
file: No such or directory
error:
failed with status 2

Rolling back uninstall of cryptography

Moving to c:\program files\python38\lib\site-packages\cryptography-2.8.dist-info\

from C:\Program Files\Python38\Lib\site-packages\~ryptography-2.8.dist-info

Moving to c:\program files\python38\lib\site-packages\cryptography\

from C:\Program Files\Python38\Lib\site-packages\~ryptography

ERROR: Command errored out with status 1: -u -

c



-=-record
--single-version-externally-managed --compi
le Check the logs full output.

4 S
AR ELA TS .

BRERZMA,

BORTRRIEN:

o [XRfRR] windowsHpip install mitmproxyskl: ERROR Could not build wheels for
cryptography which use PEP 517 and cannot be installed directly
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mitmdump -k -p 8081 -s middleware/Savel.py
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Mac

EENA, WETE Mac P{ER mitmdump
=S TR

Mac F&IHKIGIT:

mitmdump -k -p 8081 -s middleware/Savel.py

E&pmitmdumphy{{IE
REAFNiHIN_E It MackImitmdumpBa I

BORISEIR: RHIAS savel.py IEFHIHALAIFAER url = Bk = gt (BAIDMRIEE S REM—
ETIRLEEE) REFER (BNFREFEE—IXM4EH) , #HEEER.

15468
AL AYSave.py 2 pythonfilZx

= YUNAESE

# _*_ coding: utf-8 _*

json
re
os
sys
# print("sys.executable=%s" % sys.executable)

yaml
Exception err
err

self
self Allurls
self DataFilePath self get_DataFilePath
self REMOVED self get_NeedSkip

self
# SavePath = ",/middleware/Save.json"
SavePath os path join
SavePath encoding f

text f read



data Jjson. loads text
data

self
# filepath = "./middleware/config.yml"
filepath os path join

filepath encoding f
text f read
Exception
filepath f
text f read
config yaml load text
REMOVED item replace item config
join REMOVED

self headers

ContentType
patten
result re search patten. headers

result

ContentType result group

ContentType ContentType split

ContentType ContentType

self. flow
url flow request url
ContentType self get_ContentType flow. request . headers

url self Allurls re. search self REMOVED. url
self Allurls add url
url
self DataFilePath encoding f
f write url ContentType
f write

addons Saver
=B EEaI1E1T, NEEN &
mitmdump -k -p 8081 -s middleware/Savel.py

crifan.com, {£fE&4.0E[R(CC BY 4.0)1/11 &% all right reserved, powered by Gitbooksz/Z%E
#r: 2021-01-17 12:43:55


https://creativecommons.org/licenses/by/4.0/deed.zh

B EimZ EmitmproxyiRIE+H

BNERshimFAN PR mitmproxy HY
SSLICIBIEF = sslifP = RIEF = root CA
%ILNBEE

o FHAREEEPRFTF hitp://mitm.it
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e iOS
o iPhone
CEREN)
s [BEfRR] LAiPhoneiRNmitmproxyfImitmdumpftIE BT IRIFINE 8HERI X4
s [Ef#R] iPhone8PHZZEmitmproxyfICARIssHIEH
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Android

LB L EFHA, REmMitmproxyRIRIER, NFAEFHAIFEHIER:

e Android

o %

»  [iER] ALEFHHLEmitmproxyKIEBAISSLIEH
» [iER] /EHNETENREFHIZEmitmproxy{ IR FEM & I kit

o [ERR] LEFHIKRIPREmitmproxyAISSLIRIES
v [EERR] NKIPWLANSEWAPKES 3 A EmitmproxyA9SSLAIpem
B4
w  [FEBR] INKOFHESHEIEEE R EpemilH
= ZT2KNote8Pro
n O]
» ARSI/ INKN R EETTIE T HpemiE B XX M4
n BRIRINE:
» RQQN TR AT A LE E T EpemilE$H X4 mitmproxy-ca-cert.pem
= 4B
» TEE
» W5
= SHAndroid o 2
w KR EER
= mifAndroid, SEIETEL: perm.crt
s MAEHFEMN: mitmproxy-ca-cert.pem
» XBE: WALEATIERIN
» JEEA: QQEES
= RiFAndroid, FILAEMETE;: mitmproxy-ca-cert.pem
» EBFENpemiE$
o RIBAERE (BRE]) TH5TE

= EL
v [FIERRIR] £1KNote8ProHr RIS EN/N\ K 5T 28 T EmitmproxyAISSLA EEIE
+
»  [ERRIR] £I°KNote8ProH FHQQIRI 52 88 T Fmitmproxy#JAndroid iISSLAEEIE
+
» X
»  [ERRIR] £I°KNote8Pros %3 mitmproxyHISSLAIEIES
= ZI2K10X

» IR FHILHRW
» BE/NKREER



» AJEIE T Hpem.crt, ETHEMN
» QQI 2R
= A[5EME N Emitmproxy-ca-cert.pem, 1B TFFKIK
» BAREERER:
= if you can see this, traffic is not passing through mitmproxy
= UCHI
= AISAE T Fmitmproxy-ca-cert.pem, {B &K
» BAREERER:
= if you can see this, traffic is not passing through mitmproxy
n BRIRINE:
» AT ZR, REET:
= UCHIEZ
s AJSEIEF BTN T Eimitmproxy-ca-cert.pem

s JFEN:
v [ERR] K10XZEFHARTTE T EmitmproxyAIIEH X4
o Vivo
= QOO0 U1x

» FAQQAIEEETTIE T EipemX 4, 1R FEIKK
 BRIRINE: RVivoRINE NI ES, BIEI T mitmproxy-ca-cert.pem
» BRERTGpemiERXMY, TERR: RILENERE
» [AERILER
» QQiIE 22 T EZmitmproxy-ca-cert.pem, EIZSHIET: HAZNNIEE
FT 4
» BZRRRE-) MNFIEFEHEFMSDRLRE, RifEn: REKFEBXXHE
s MXHEERSEE T HMmitmproxy-ca-cert.pem, & IFPLERERF, th
R ARWENEFR S
s FE: VivorZiFpemiEBXE, RTiFcrtif B
n BRIRINE: X HFpemE&c Hcrt
» SEHEEIREERR
CRREDE
» [EfRR] LREFHLVIVoRIIQOO UIx T ZEmitmproxyAISSLRIRIEH
s [EfFIR] ZEFHLVivoRIiQOO0 U1IxFF)ZEEmitmproxy-ca-cert.pemiEH X

(s
»  [BEfIR] ZEFHLVivolIiQOO0 U1xA s L &EmitmproxyfpemiEHiREE: K
WENEB X

w [REER] BT EFHLVivoRIQOO U1x#iA L mitmdumphI IRER S
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2 EBELBHIENWIFIZE (PCIEAImitmdumpsy) RIE (B8) .

o MTIEN
o YAFANMIE Bnhim - WEsHAgs: B

AR BRI T :
I0S
iPhone

all = 10:47 @ 7 &

< guest 5G EBRLE

)

Eih v
Bah

it 192.168.31.46
1% 0 8081
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No module named yaml|

o MR

MacH FbrewZe 3 7 mitmproxy, SAEEIGIT:

mitmdump -p 8081 -s middleware/Savel.py

BEMRE:

No module named yaml

o RH

MacH @i brewZ 2 mitmproxy, =EH B AL ENpython (Itb4b=E3.7.5)
MAZMacH E2Python (2.75§3.8) , macHipythonF &% idyaml T
Mmitmproxy®python, &B %K idyaml, AT EREARIRE.

o BRIRINE

AERbrew®%, MeARZHEIpythonfIpipZE L Zmitmproxy

pip mitmproxy

A rpythong tbA 2B RY3.8, FApyenvixBEZ/F3.8
BIMELL2 7Hpython®, pipZZEmitmproxy =k,

Z IR IEH B

mitmdump -p 8081 -s middleware/Savel.py

Hrfhpythonf#ir 2 AR LA RS rIpython T, FELLRTIAIEE KR (RZEFpythonF E L)
yaml, MARRET .

BT
o [EARMRIR] MacHmitmdumpizfTap<#REE: in script py No module named yaml
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if you can see this, traffic is not passing through mitmproxy

o YR

FHNAREITF http/mitm.it /5§, BEITTERT:
if you can see this, traffic is not passing through mitmproxy
o [REA

HBERFANAHWIFiIN EPClxEImitmproxy (mitmdump) BIRIEE, FTFF hitp/mitm.it 7 BEEEER
TiIE
o BRIRINE
o PCim (Mac) HEnimitmproxyfI{I2
n 45
= mitmdump -k -p 8081 -s middleware/Savel.py

o AREBLFHIHAIZHBIWIFIFRIN_E 3T R AImitmdumpaI IR
MTIEN:

[Ef#2)R] Z1XKNote8ProfZE T EimitmproxyiEFi2/R: if you can see this, traffic is not passing
through mitmproxy
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Cannot validate certificate hostname without SNI
HAbBIE

mitmdump -k -p 8081 -s middleware/Savel.py

mEY

e -k == --ssl-insecure
o Do not verify upstream server SSL/TLS certificates

MITIRLE T -

TlsException  'Cannot validate certificate without SNI

A9E)RR

o MTIFENR
o [Ef#R] mitmproxyf{iEiREE: Cannot establish TLS with 443 sni None TIsException
Cannot validate certificate hostname without SNI
o [FRERR] ZEIMEImitmproxyiRss: TIsException SSL handshake Error routines
ssl3_get _record wrong version number

crifan.com, {£fE%4.0E[7R(CC BY 4.0)f/11 & all right reserved, powered by Gitbook&z/Z%E
#: 2021-01-17 12:43:55
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sslv3 alert certificate unknown

mitmdumpihalEB D url K5 :
tban:
BRI

192.168.31.177:50670: CONNECT 61ib5h.com:443
Cannot establish TLS with client (sni: 61ib5h.com : TlsException

#

MElZEapp NEE+ B:



2 % Z h100% B0 15:26

HUETRENEN, B

x4 Bz mitmdump#log :

Cannot establish TLS with client (sni: app.cashbus.com : TlsException

o FHR
appRIERML T certificate pinning IEBEE BIFEA
appREPAIERM TIEN, RATFRERSBHBWIER, TEETIANREENERN, SIS



BIELE AR L FE A ILECAYIE
o fAIRIR

o P2MFIR:
» fH tls_passthrough.py STIER D RRR
» TTERRIR

FA tls_passthrough.py SEIERAEIR

& A A AR -

e tls_passthrough.py
*:

o BLEENMA:

o mitmproxy -s tls_passthrough.py
o BARIED B CRIMIAAH:

o mitmdump -p 8081 -s Savel.py

Hrh: Savel.py

# _*_ coding: utf-8 _*

json
re
os
sys
sys executable

self

self. flow
curReq flow.request
url  curReq url
headers curReq headers
url. headers
# do what you want
# eg: save something to some file

addons Saver


https://github.com/mitmproxy/mitmproxy/blob/master/examples/complex/tls_passthrough.py

collections

random
enum Enum
mitmproxy
mitmproxy ctx
mitmproxy exceptions TlsProtocolException
mitmproxy . proxy.protocol TlsLayer. RawTCPLayer
Enum
success
failure
skipped
self
# A server_address -> interception results mapping
self history collections defaultdict collections deque maxlen
self. server_address
NotImplementedError

self server_address
self history server_address .append InterceptionResult success

self server_address
self history server_address .append InterceptionResult failure

self server_address
self history server_address .append InterceptionResult. skipped

_TlsStrategy



self server_address

InterceptionResult failure self history server_address

_TlsStrategy

self p
self p p

ProbabilisticStrategy self .__init__

self server_address
random.uniform self . p

TlsLayer

self

server_address self server_conn. address

TlsFeedback self ._establish_tls_with_client

TlsProtocolException e

tls_strategy record_failure server_address

e

tls_strategy record_success server_address

# inline script hooks below.

tls_strategy

1
1 add_option

updated
tls_strategy
ctx options tlsstrat
tls_strategy ProbabilisticStrategy

tls_strategy ConservativeStrategy

ctx options tlsstrat



next_layer

next_layer. TlsLayer next_layer _client_tls
server_address next_layer server_conn. address

tls_strategy should_intercept server_address
# We try to intercept.
# Monkey-Patch the layer to get feedback from the TLSLayer if interception wor

ked.

next_layer _ class__  TlsFeedback

# We don't intercept - reply with a pass-through layer and add a "skipped" ent
ry.

mitmproxy ctx. log next_layer server_conn. addre
ss

next_layer_replacement RawTCPLayer next_layer. .ctx. ignore
next_layer reply send next_layer_replacement
tls_strategy record_skipped server_address

o MR ELFREET

mitmproxyfJlogs B RHEXM TLS passthrough :

TLS passthrough , 443

Hth (httpsiy? ) BR (BRFF) XNOXEAINUEEME, TEAIUER (BR) FRAET:



sslv3 alert certificate unknown

£ 7 = h100% 58 16:02

i) m =]
O e+t (=mz)

10005
318

| BRI g
2019 5158 iR

o o O
@B N @ /
o 1] 3

o MTIER

o [EfR] REXBIMNE T EFHmitmdump B HRFEIENE E R AuriHEREEIX G
o [EfER] mitmproxyCIEH Bl L EappiiEifalHiEs: Cannot establish TLS with client sni
TIsException

TOIBREIR

o MIERIBERINE: 1E2XapphUiZ AN, IR (WIEE) B9IES.
o RIAE: EAARapp, HOREEN, ATAILLLSERR -
» [RIFREEN ARapp, EMRIFNGITHAEEapp, EIEHRIREIEE,

o A MappE— MR Eilfxkapp, tHiRBN B EITEKEapp
hRNE: ANRERHREREIGLRSNL S Kapp, AM—TTHE, thAIMLARATT.
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Bz 7k, BRF

o HEX
o ZEIFAR Certificate pinning
» FERET —EXT¥EIER Fapp/ HAVE#
» FELRappiT €, ATHIIEBMIE, ®AECSIED
» FAXEH:
= Android Security: SSL Pinning. Using SSL in an Android app is easy... | by
Matthew Dolan | Medium
m Bypassing Certificate Pinning on Android for fun and profit | by Felipe Lima |
Medium
. >
m Bypassing SSL Pinning on Android via Reverse Engineering.pdf
= https://dl.packetstormsecurity.net/papers/general/android-sslpinning.pdf
o MTIFN
o [FTEfRR] LT REE I TTEAImitmdumpiiRis: TIsException SSL handshake
error Error SSL routines ssl3_read_bytes sslv3 alert certificate unknown

crifan.com, {ERAE®4.0E[R(CC BY 4.0)Y &7 all right reserved, powered by Gitbook&x/GE
. 2021-01-17 12:43:55


https://medium.com/@appmattus/android-security-ssl-pinning-1db8acb6621e
https://medium.com/@felipecsl/bypassing-certificate-pinning-on-android-for-fun-and-profit-1b0d14beab2b
https://security-assessment.com/files/documents/whitepapers/Bypassing%20SSL%20Pinning%20on%20Android%20via%20Reverse%20Engineering.pdf
https://dl.packetstormsecurity.net/papers/general/android-sslpinning.pdf
https://creativecommons.org/licenses/by/4.0/deed.zh

-s I JoiAEEpythonhRZs
Jlig

mitmdump -s xxx.py

R, FTTEIEEME xxx.py BIZAKS, FRAAARY pythonk9RRA
> 2B, S N—LpythonFERT, EME(RPythonIMEERETiZE (EEU pyyaml ) , NEIRE

> ERERAER (mitmdumpFfr) AERIPythonfIRRAS, FToiERM AT (Mac) RETHREMRA
AYPyton

o MTIER
o [FiERER] MacHmitmdumpi@id-sin & pythonfii Ay 48 E Python kR4S
o [Bf#*R] macHPython2F1Python3&FE &2 T yaml{Emitmdump -sil & pythonBlAsH SN
yami& 2R
o [EfER] MacHitmitmdumpfEifTpythonBlZ4~F B 2 A& Python& A Z 4tPython
o [Ef#R] MacHiz{TmitmdumpE /RiREE: Failed to import yaml
o [EfER] MacHmitmdumpiaiTar<REE: in script py No module named yaml
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MNEREEREE
Hiapp, MME, BAMMIENSES, EODONEDERIE:

o WRMMEIHAIE

o RHMES
o BERAETAR
o HEETABTF

o %
o NINFRRIMNE: FIEAE

o tbuNtIIREEHRIBAIWIFI

S



F&2:08 | 21.0K/< 8 @

“—

WLAN
FREWLAN 0

WLANEf 12

= H_guest (@

SENHER

= _guest_5G [m1] (56 . &
EREEF

PEEN Mf i BYWLAN o

» ‘LaserJet @&

- -1 . @
= -
4;“ ]

% = >

ZEES ZNIENRZ 2B FEE)-
REFHBRET mitmproxyRITE, BHappRE (ERITF) RRIERTEHIE
LA R ORIEN T, $RFREE R, SIERESE:



o [EfRR] BpiE8IRELKIOS: REEEHERNZMIENZRIUEHEFERE

o

o vivoNAMIZERE, BRBAEFEIE



R THER, BEMAEHERETR.
R AiliE) R :
SHIRWIfifCIEEEE), teal:

o EIEWIiFitImitmproxy®$IBfE, EFFINL
o T —WIiFi, EFin LRI



FHER, WEBMARNFERERNRE, FOXITATEN, MHEHI ERRERR, FE, [Rib
BEfF, ZRA=BRT.

ERTANHNERERSBOAST

o, BEREREE, MTREE, SEENFHLZERXN, TEEXIBAXTH, STALER

— o
ERAAE,

EEA=HmE:

FEE REETHIAS:

B ANRER:

M GmiFS =&

Rinid 328.007T



WNEREERRE

MeiFlH

FUE I - <
3280070 328.007T

1T {5 8 S:10004566def10af19688egapj8ucc3pm

= Ay A\ A Ay 8
WMERE, BRENSIRE
iOSHJapp M BAIR SR

WMESE, ENEMNEZIZE

BREERSRIRNNEIME, MREMApprIUERER, BEIRE-HDAIR-TEEIER 2 IFH
SARRBRING, WwEfE, REERRH.
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WNEREERRE

MEFT, FHERSBRE

NG E T YRR REIRE, MRNEADPD

AICIE#HER, KB E-HDAR-T&

EERAFHDARGERE, BES,
mEERRE.

Eid

FiEERRS S, BEREENR

XTSRS EH RN app, EERNBEAERENMADH,
LN AR REN, HATART, R
TRERRSE, HRLET
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CLAS AL A0 17:39 69.2KB/s T @) 4
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SEEERRS ()

ToENE, BREE
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AEER
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vivo RS

BIAZfT ¥13

TE RSN EH

HX%app & 1TEIvivoN FMiZE, EXMNFFESERvivolKS,

Hep—fEFEN, 2R B EROMNEAIIES r58E, SvivoRIIARIER, MILIESE
REEREMIEER, BFRFEAERIEBERINETTIE:

(B YImWIiFi) HEREG, RIEBEATEEEER:



ZEWIE
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SATHIVEIERER, BRFEH

HNaE TRIER, XTREEAER, RiER: EEFEXM
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IBREMSEE, RIFTER!
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mitmdumpf{B/REATTH

mitmdumpf&/REATCN

o MK

MacH iE & B &fimitmdump

mitmdump -p 8081 -s middleware/Savel.py

ERFHHWIFIRHIE, —ErJUERETE,
B &ImBEILRT :
KRR, THEMTARRE, mitmdump, FAFTRKT,

SEHFNHRAIRE T mitmdumplIKIE, BEEAmitmdumplRIATRE, FToiEdiEHurl, RERIX
BT,
o FRRINE: YIHRWIF
TEERI: TIH#RWIF, EEIM xxx_guest TIHRE] xxx_guest_56G :
Bl ssx> B sA18EA— 09:50 m:
« Wi-Fi: EEESHRNE.. !

T % Wi-Fi i
i

£
@

~
(2}
@
D

)] ) ) ) ) ) ) %)

lo
[=
@
=
B
(7=
1
—
- =) =) o) o
)

a7
a7
a7
a7
a7
a7

IO E AR ...

BIEZM4...

: TS RTIRE..

BIRT IR IEERR, mitmdumpXEFRERTET, FHIRCEMERT
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ssl3_get record wrong version number

e MR
Bxhile TEMELZ Eapp GoFuntfT HAE], mitmproxyAYlogh—E HI:
192,168.31,172:37547: CONNECT gofunsa.shouqiev.com:8106

Cannot establish TLS with gofunsa.shougiev.com:8106 (sni: gofunsa.shouglev.com : T1sEx
ception

. HER

openssl s_client -debug -connect gofunsa.shougliev.com:8106

mhAE:

SSL-Session:
Protocol TLSv1.2
Cipher 0000
Session-ID:
Session-ID-ctx:
Master-Key:
Start Time: 1573725685
Timeout 7200 (sec
Verify code: @ (ok

BERERAREF, & TLS vi.2

EREEE LEBmE T :

4574582380:error:1400410B:SSL routines:CONNECT_CR_SRVR_HELLO:wrong version number:/BuildRo
ot/Library/Caches/com.apple.xbs/Sources/libressl/libressl-22,260.1/1ibressl-2.6/ssl/ssl_pk
t.c:386:

hHE:



e wrong version number
o and then try adding flags from this set: -no_ssl2 , -no_ss13 and -no_tls1l (consult the
s_client(1) manual page for more details) to work out which version of SSL/TLS has to be
enabled for the connection to succeed.

HIhEE

brew info openssl
openssl: stable 1.0.2t ‘bottled  keg-only
SSL/TLS cryptography library
https://openssl.org/
Not installed
From: https://github.com/Homebrew/homebrew-core/blob/master/Formula/openssl.rb
Caveats
A CA has been bootstrapped using certificates from the SystemRoots
keychain. To additional certificates (e.g. the certificates added
the System keychain , place .pem files
/usr/local/etc/openssl/certs

and run
/usr/local/opt/openssl/bin/c_rehash

openssl 1is keg-only, means it was not symlinked into /usr/local,
because Apple has deprecated use of OpenSSL favor of 1its own TLS and crypto libraries.

Analytics
install: 145,281 (3@ days , 708,633 (90 days , 5,855,621 (365 days
install_on_request: 61,384 (3@ days , 181,370 (9@ days , 877,804 365 days
build_error: @ (30 days

A AE Bt 4bmack EfopenssIFERIIR A, £1.0.2tH?
fE3k:

mitmdump --help

Hpg:

e --ssl-insecure, -k
o Do not verify upstream server SSL/TLS certificates

BEHEILINAESEIRILL B,

o HIEN * [REBER] ZEIMEmitmproxyiRHs: TIsException SSL handshake Error routines
ssl3_get_record wrong version number

crifan.com, {£fE#4.0E[7R(CC BY 4.0)1/11 &% all right reserved, powered by Gitbooksz/Z&E
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SysCallError 10054 WSAECONNRESET

EI==]
* BHX:=

R4 https=tis=ssl BurlilE, MacHIEE, {EEWindowsikss:

192,168.31,172:55087: CONNECT storel.hispace.hicloud.com:443
Cannot establish TLS with client (sni: storel.hispace.hicloud.com : TlsException

TLS passthrough , 443
192,168.31,172:56214: CONNECT dnkeeper.hicloud.com:443
Cannot establish TLS with client (sni: dnkeeper.hicloud.com : TlsException

TLS passthrough , 443

192.168.31,172:54363: CONNECT 1f.snssdk.com:443
Cannot establish TLS with client (sni: 1f.snssdk.com : TlsException

192,168.31,172:52353: CONNECT gecko-hl.snssdk.com:443
Cannot establish TLS with client (sni: gecko-hl.snssdk.com : TlsException

192,168.31.172:42426: CONNECT sf3-ttcdn-tos.pstatp.com:443

Cannot establish TLS with client (sni: sf3-ttcdn-tos.pstatp.com : TlsException

192,168.31.172:36743: CONNECT webcast-hl.amemv.com:443
Cannot establish TLS with client (sni: webcast-hl.amemv.com : TlsException

«1 —
AR fE R P R R B/ IR, AR TR BRI

Loading script mitmdumpUrlSaver.py
Proxy server listening at http://*:8081

192,168.31,172:57502: CONNECT hm.baidu.com:443
Cannot establish TLS with client (sni: hm.baidu.com : TlsException

192,168.31.172:40054: CONNECT apiouterh5.37.com:443
Cannot establish TLS with client (sni: apiouterh5.37.com : TlsException

192,168.31.172:44871: CONNECT apipayh5.37.com:443 Cannot establish TLS with client (sni:
apipayh5.37.com : TlsException

TLS passthrough , 443 192,168.31.172:3675@: clientdisconnect



192,168.31,172:57503: CONNECT h5.37.com:443 Cannot establish TLS with client (sni: h5.37

.com : TlsException
TLS passthrough , 443

TLS passthrough , 443 192,168,31.172:57505: CONNECT paysdk.37.com:443
Cannot establish TLS with client (sni: paysdk.37.com : TlsException

TLS passthrough , 443

1]

Bl, HiZ[e)ER:

o #ZFBRZTLS passthroughiz 7, RIFAXIEEH, KB X Lhttpshurl
o TERIEB D httpsifizXk (T Ba &% &#B2SSL handshake error

o FIBEMRE

o windows b &bmitmproxyZ< § A [a]#1?
o windowsFLtb&bssIEKEFEH O] #R?
o windowsHL AR BB [0)R?

» AREREBIED BKBRSplus

BFEF=Plus

» RENEX LR B HRN?

crifan.com, {£fE24.0E[7R(CC BY 4.0)1/11 & all right reserved, powered by Gitbooksz/Z%E
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EAth

LEAbEEIE —LEF mitmdump FEXAEMAR,
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(AW

EEI=F=-]
® HiEmm

MacH 8 ZEFAPythonfCIBEIZH) mitmdump , BNRTIAEENFUSLE mitmdump

BIREFREEN R, MacH Al EPythonf{i3, BEGZAEMZEmitmdumphYEIRIRES, WEABTEIMNMER, W
AIRFEIRL, mitmdumpHiEEidiz,

o &/ETE3

curDevId

logging info curDevId

curDevIdInt curDevId

1sCheckCmdRunOk. mitmdumpInfolList checkMitmdumpStatus

logging info 1sCheckCmdRunOk. mitmdumpInfol
ist

isRunning mitmdumpInfolist

logging info isRunning

1sCheckCmdRunOk isRunning
foundExistedDevId
existedpPid

eachMitmdumpInfo mitmdumpInfolist
eachDevId eachMitmdumpInfo
eachDevId curDevIdInt
foundExistedDevId
existedPid eachMitmdumpInfo

foundExistedDevId
killOK. errCode utils killProcess existedPid
logging info killOK. errCode
stopExistingMitmproxy gCurDevId

taskFileFullPath

taskId
startTaskProxy taskId. gCurDevId. taskFileFullPath

time sleep
1sCheckCmdRunOk . mitmdumpInfolList checkMitmdumpStatus

logging info isCheckCmdRunOk . mitmdumpInfol
ist

# check mitmdump is indeed running



isCheckCmdRunOk . mitmdumpInfolList

checkMitmdumpCmd

isCheckCmdRunOk. cmdResult utlls getCommandOutput checkMitmdumpCmd

logging info isCheckCmdRunOk. cmdResult
1sCheckCmdRunOk

# resultList = cmdResult.split("\n")
resultList cmdResult split os linesep

logging info resultlList

# limao 56562 ©.0 0.0 4267948 664 s@06 R+ 5:53 T4 0:00.00
grep mitmdump

# limao 56560 ©.0 ©.0 4268636 1112 s@@6 S+ 5:53 T4 0:00.00
/bin/sh -c ps aux | grep mitmdump

# limao 55396 ©.0 ©.1 4381268 11568 s@1l S+ 5:19T%F 0:05.04

/Users/limao/.pyenv/versions/3.8.0/Python.framework/Versions/3.8/Resources/Python.app/Cont
ents/Mac0S/Python /Users/limao/.pyenv/versions/3.8.0/bin/mitmdump -p 8081 -s middleware/Sa
vel,py
resultlList
eachLine resultlList
logging info eachLine
mitmdumpP

foundMitmdump re search mitmdumpP. eachLine
logging info foundMitmdump
foundMitmdump
username  foundMitmdump.group
pid foundMitmdump . group
port  foundMitmdump. group
devIid foundMitmdump.group
scriptFile foundMitmdump.group
logging 1info
username. pid. port. scriptFile devid
curMitmdumpDict
username
pid
port
scriptFile
devId

mitmdumpInfolList. append curMitmdumpDict
logging info mitmdumpInfolist
isCheckCmdRunOk . mitmdumpInfolList

pid

1sKil1l0k. errCode
pidInt pid
killCmd pidInt



returnCode os system killCmd
logging debug killCmd. returnCode
RETURN_CODE_OK

returnCode RETURN_CODE_OK

iskillok

errCode returnCode
1sK1i110k. errCode

EARSeH T EEAINRE:

o ERMNESSREI, Brhmitmproxy
o MR ZAHIEE HFNREIdHIMitmdumpTEisiT, HikiliE
o RNRATRER ZHIMIBAItask O RIAIARER, FRINE XM, BEMBR, 7HEEi%Latask
AYdataSz{4
o AIEBZEBsImitmproxy, ZEBEMNEEESNRERSSN

[RERACRRA

MitmdumpPortBase
curDevId
RunProxyShellFilename

A B mitmproxyap <
Hommmmmmma- generate start service command ----------
curDevId
curMitmdumpPort  MitmdumpPortBase curDevId
# mitmproxyStartCommand = "mitmdump -p %d -s middleware/Save¥d.py" % (curMitmdumpPort,
curDevId)
mitmproxyStartCommand curMitmdumpPort
curDevId
logging debug mitmproxyStartCommand
# mitmdump -k -p 8081 -s middleware/Savel.py
mitmproxyCommandList
# "cd /Users/limao/dev/xxx/crawler/appAutoCrawler/AppCrawler",
AppCralwerFolder

mitmproxyStartCommand

logging debug mitmproxyCommandList

# ['cd /Users/limao/dev/xxx/crawler/appAutoCrawler/AppCrawler', 'pwd', 'mitmdump -k -p
8081 -s middleware/Savel.py']

# mitmproxyCommandStr = ";".join(mitmproxyCommandList)

# mitmproxyCommandStr = "; ".join(mitmproxyCommandList)



mitmproxyCommandStr join mitmproxyCommandList
# cd /Users/limao/dev/xxx/crawler/appAutoCrawler/AppCrawler

# pwd
# mitmdump -k -p 8081 -s middleware/Savel.py
logging debug mitmproxyCommandStr
mitmproxyCommandStr
J E—

A

mitmproxyCmdStr  generateMitmproxyStartCommand

MELLAY:

#====------- generate shell file ========--
devIid. taskId
mitmproxyCmdStr generateMitmproxyStartCommand devId
logging debug mitmproxyCmdStr
generateShellFile mitmproxyCmdStr. RunProxyShellFilename taskId

1S lE HRTIEEIE{THImitmdump

curDevId
logging debug curDevId
curDevIdInt curDevId
1sCheckOk. isRunning. mitmdumpInfoList detectMitmdumpStatus
logging debug 1sCheckOk. isRunning

mitmdumpInfolist

1sCheckOk isRunning
foundExistedDevId
existedPidInt

eachMitmdumpInfo mitmdumpInfolist
eachDevIdStr eachMitmdumpInfo

eachDevIdInt eachDevIdStr
eachDevIdInt curDevIdInt
foundExistedDevId
existedPidStr eachMitmdumpInfo
existedPidInt existedPidstr
foundExistedDevId
killOK. errCode utils killProcess existedPidInt
logging debug killOK. errCode
logging info ki1lloK



devId
stopExistingMitmproxy devId

{Rmitmdump 21T

CheckServiceRunningInterval
devid. taskId

isCheckOk. isRunning. infolList detectMitmdumpStatus
1sCheckOk isRunning

startTaskProxy devId. taskId

makesureServiceRunning checkProxyStatus. startCurTaskProxy. "Proxy”

# crifanli 9428 0.0 0.6 4341956 19792 s@@6 S+ 9:16 L4 0:23.78 /Users/crifanli/.pyenv/v
ersions/3.8.3/bin/python3.8 /Users/crifanli/.pyenv/versions/3.8.3/bin/mitmdump -k -p 8081
-s middleware/Savel.py

# crifanli 10982 0.2 0.0 4268032 776 s@@5 S+ 1:51 T4 0:00.00 grep mitmdump

# crifanli 10980 0.0 0.0 4278852 1116 s@@5 S+ 1:51 T4 0:00.01 /bin/sh -c ps aux | grep

mitmdump

# mitmdumpP = "A\s*(?P<username>\w+)\s+(?P<pid>\d+)\s+.+Pmitmdump\s+-p\s+(?P<port>\d+)
\s+-s\s+(?P<scriptFile>middleware/Save(?P<devId>\d+)\.py)\s*$"

mitmdumpP
utils. grepProcessStatus mitmdumpP
checkStatusCallback startServiceCallback serviceName
isRunning
isRunning

# 1sRunning = eval(checkStatusCallback)

isRunning checkStatusCallback

logging debug isRunning
isRunning

logging info serviceName
# eval(startServiceCallback)
startServiceCallback

logging info CheckServiceRunningInterval
time sleep(CheckServiceRunningInterval

logging info serviceName

MacHifEF Terminal&ifZ& B 5mitmdump



# CurFilePath = __file__
CurFilePath os path. abspath __file__
CurFilePath
PlatformIntegrationFolder os path dirname CurFilePath
PlatformIntegrationFolder

OutputFolderName
OutputRootFolder os.path.join PlatformIntegrationFolder. OutputFolderName

tasklId
taskIdStr taskId
taskFolder os path.join OutputRootFolder taskIdstr
taskFolder
taskId

taskRootFolder getTaskRootFolder taskId
taskShellFolder os.path joln taskRootFolder
taskShellFolder

devIid. taskId

logging info devId. taskId
proxyShellFile generateRunProxyShell devId. taskId
logging debug proxyShellFile

utils. launchTerminalRunShellCommand proxyShellFile

devIid. taskId
mitmproxyCmdStr  generateMitmproxyStartCommand devId
logging debug mitmproxyCmdStr
generateShellFile mitmproxyCmdStr. RunProxyShellFilename taskId

fileContentStr. shellFilename. taskId

logging debug fileContentStr. shellF
ilename. taskId
taskId
shellFolder getTaskShellFolder taskId
# /Users/limao/dev/xxx/crawler/appAutoCrawler/AppCrawler/platformIntegration/outpu
t/tasks/5e9552d1c5c2eb3ccdf777bc/shell

shellFolder OutputRootFolder

logging debug shellFolder
shellFullPath os path join shellFolder. shellFilename
logging debug shellFullPath

# /Users/limao/dev/xxx/crawler/appAutoCrawler/AppCrawler/platformIntegration/output/ta
sks/5e9552d1c5¢c2eb3ccdf777bc/shell/runProxy.sh

shellAbsFullPath os path abspath shellFullPath

logging debug shellAbsFullPath



respShellFullPath  shellAbsFullPath

utils saveTextToFile respShellFullPath. fileContentStr

utils chmodAddX shellFullPath. 1isOnlySelf

# utils.chmodAddX(respShellFullPath)

logging debug respShellFullPath

# /Users/limao/dev/xx/crawler/appAutoCrawler/AppCrawler/platformIntegration/output/tas
ks/5e9552d1c5c2eb3ccdf777bc/shell/runProxy.sh

respShellFullPath

PGl EE SN ESEEE S

other/common/libs/utils.py

re
femmmsmsssssssssmsmsssssssssEEsesssssEEssEEEsEEEssEsEsEsEsssEsssEsseEssssssssses
# Process
/i m m m  mmm m m m n m m mm m m m m m m  m mm  m m mm m m  m m m m m  m m m
consoleCommand
1sRunCmdok
errMsg

resultCode subprocess check_call consoleCommand. shell
resultCode
1sRunCmdoOk
errMsg

1sRunCmdok
errMsg consoleCommand. resultCode
subprocess CalledProcessError callProcessErr
1sRunCmdok
errMsg callProcessErr
# "Command 'ffmpeg -y -1 /Users/crifan/.../debug/extractAudio/show_112233_video.mp
4 -ss 00:00:05.359 -to 00:00:06.763 -b:a 128k /.../show_112233_video_0@0005359_000006763.m
p3 2> /dev/null' returned non-zero exit status 1."

isRunCmdOk. errMsg

consoleCommand. consoleOutputEncoding

# print("getCommandOutput: consoleCommand=%s" % consoleCommand)
1sRunCmdok
consoleOutput

# consoleOutputByte = subprocess.check_output(consoleCommand)

consoleOutputByte subprocess.check_output consoleCommand. shell



# commandPartList = consoleCommand.split(" ")

# print("commandPartList=%s" % commandPartList)

# consoleOutputByte = subprocess.check_output(commandPartList)

# print("type(consoleOutputByte)=%s" % type(consoleOutputByte)) # <class 'bytes'>
# print("consoleOutputByte=%s" % consoleOutputByte) # b'648x360\n'

consoleOutput consoleOutputByte decode consoleOutputEncoding # '64@x36@\n'
consoleOutput consoleOutput strip  # '640x360'

1sRunCmdok
subprocess . CalledProcessError callProcessErr
cmdErrStr callProcessErr

cmdErrStr. consoleCommand

# print("1isRunCmdOk=%s, consoleOutput=%s" % (isRunCmdOk, consoleOutput))
isRunCmdOk. consoleOutput

shellFile. isForceNewInstance isUseiTerm2

logging debug shellFile. isForc
eNewInstance 1isUseiTerm2

TerminalApp_iTerm2
TerminalApp_Terminal
isUseiTerm2
terminalApp TerminalApp_iTerm2
terminalApp TerminalApp_Terminal

cmdList

isForceNewInstance
cmdList append

extarArgs shellFile
restCmdList

terminalApp
extarArgs

cmdList extend restCmdList



logging debug cmdList

curProcess  subprocess Popeni cmdList. stdin subprocess PIPE. stdout subprocess PIPE

logging debug curProcess
returnCode
returnCode  curProcess poll
logging debug returnCode
returnCode
logging debug returnCode

time sleep

loggling debug returnCode
loggling debug terminalApp. shellFile

pid

1sKillOk. errCode

pidInt pid

killCmd pidInt

returnCode os system killCmd

logging debug killCmd. returnCode

RETURN_CODE_OK
returnCode RETURN_CODE_OK
iskillok

errCode returnCode
1sKi1l1lOk. errCode

processFile. singlelLinePattern. psCmd



logging debug processFile. singlelLinePattern
isCheckCmdRunOk. isRunning. processInfolList

groupNameList re findall singleLinePattern

logging debug groupNameList

# groupNamelList=['username', 'pid', 'port', 'scriptFile', 'devid']

grepProcessCmd psCmd. processFile

logging debug grepProcessCmd

isCheckCmdRunOk . cmdResult getCommandOutput grepProcessCmd

logging debug isCheckCmdRunOk. cmdResult
1sCheckCmdRunOk

# lineSeparator = "\n"
lineSeparator os. linesep
resultList cmdResult split lineSeparator

logging debug resultlList

# limao 56562 ©.0 0.0 4267948 664 s0@6 R+ 5:53TF 0:00.00
grep mitmdump

# limao 56560 0.0 ©.0 4268636 1112 see6 S+ 5:53TF 0:00.00
/bin/sh -c ps aux | grep mitmdump

# limao 55396 ©.0 ©.1 4381268 11568 s@l1 S+ 5:19TF 0:05.04

/Users/limao/.pyenv/versions/3.8.8/Python.framework/Versions/3.8/Resources/Python.app/Cont
ents/Mac0S/Python /Users/limao/.pyenv/versions/3.8.0/bin/mitmdump -p 8081 -s middleware/Sa
vel.py
resultlList
eachLine resultlList
logging debug eachLine
foundProcess re search singleLinePattern. eachLine
logging debug foundProcess
foundProcess
curProcessInfoDict
eachKey groupNamelList
curValue foundProcess group eachKey
curProcessInfoDict eachKey curValue
logging debug curProcessInfoDict
processInfolList append curProcessInfoDict

isRunning processInfolList
logging debug isRunning. processInfolList
isCheckCmdRunOk. isRunning. processInfolList

E:
MEREX A aRFTR, 1¥0:

¢ https://github.com/crifan/crifanLibPython/blob/master/python3/crifanLib/crifanSystem.py
o grepProcessStatus
o killProcess
o launchTerminalRunShellCommand
o getCommandOutput

o runCommand
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windows FH PyInstaller ¥TE! python BIZA HexeX {4
Erhpythonfil 2<iE B ZE mitmdump
ATINIBRN: T EmitmdumplIPythonexe

DR

pyinstaller pymitmdump\mitmdumpStartApi.py --distpath pymitmdumpstartdist --add-data
--add-data

pyinstaller pymitmdump\mitmdumpOtherApi.py --distpath pymitmdumpotherdist

A A 2 N exe X4,
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helpi&i&
mitmdump --help

mitmdump --help
usage: mitmdump options

positional arguments:
filter_args
save_stream_filter optilo

optional arguments:
-h, --help
-=version
--options
-=-commands
--set option value
, strings and ilntegers a

ggle.
-q, --quiet
-v, ==verbose
-=mode MODE, -m MODE

-=no-anticache

filter

Filter expression, equivalent to setting both the view_filter and
ns.

show this message and

show version number and

Show all options and their default values
Show all commands and their signatures

Set an option. When the value is omitted, booleans are to true

re to None (if permitted ,

and sequences are emptied. Boolean values can be true, or to

Quiet.

Increase log verbosity.

Mode can be 9 ] 9 , or
For reverse and upstream proxy modes,

SPEC is specification the form of

Strip out request headers that might cause the server to 30

--anticache
4-not-modified.

--no-showhost

--showhost

-=pfile PATH, -r PATH

--scripts SCRIPT, -s S

--stickycookie FILTER

--stickyauth FILTER

Use the Host header to construct URLs display.

Read flows from file.
CRIPT
Execute a script. May be passed multiple times.

Set sticky cookie filter. Matched against requests.
Set sticky auth filter. Matched against requests.

--save-stream-file PATH, -w PATH

--no-anticomp
--anticomp
--flow-detall LEVEL

Stream flows to as they arrive. Prefix path with + to append.

Try to convince servers to send us un-compressed data.
The display detail level flows mitmdump: @ ‘almost quiet t

0 3 (very verbose . @: shortened request URL, response

status code, WebSocket and TCP message notifications. 1: full requ

est URL with response status code 2: 1 + HTTP headers 3:

Proxy Options:
--listen-host HOST

2 + full response content, content of WebSocket and TCP messages.

Address to bind proxy to.

--listen-port PORT, -p PORT



Proxy port.
--no-server, -n
--server Start a proxy server. Enabled by default.
--1gnore-hosts HOST Ignore and forward all traffic without processing it. In tran
sparent mode, it 1s recommended to use an IP address
range , not the hostname. In regular mode, only SSL traffic is ig
nored and the should be used. The supplied
value 1s interpreted as a regular expression and matched on the
or the hostname. May be passed multiple times.
--allow-hosts HOST Opposite of --ignore-hosts. May be passed multiple times.
--tcp-hosts HOST Generic TCP SSL proxy mode all hosts that match the pattern. S
imilar to --ignore, but SSL connectlons are intercepted.
The communication contents are printed to the log verbose mode.
May be passed multiple times.
--upstream-auth USER:PASS
Add HTTP Basic authentication to upstream proxy and reverse proxy
requests. Format: username:password.
--proxyauth SPEC Require proxy authentication. Format: 5 to ac
cept any user/pass combination, to use an Apache
htpasswd file, or
LDAP authentication.
--no-rawtcp
--rawtcp Enable/disable experimental raw TCP support. TCP connections start
ing with non-ascii bytes are treated as they would
match tcp_hosts. The heuristic is very rough, use with caution. Di
sabled by default.

-=-no-http2
--http2 Enable/disable HTTP/2 support. HTTP/2 support is enabled by defaul
t.
SSL:
--certs SPEC SSL certificates of the form The domain may inclu
de a wildcard, and is equal to not specified. The
at path is a certificate PEM format. If a private key is i
ncluded the PEM, it is used, the default key
the conf is used. The PEM should contain the full certifi

cate chain, with the leaf certificate as the first
entry. May be passed multiple times.
--no-ssl-insecure
--ssl-insecure, -k Do not verify upstream server SSL/TLS certificates.
--key-size KEY_SIZE TLS key size certificates and CA.

Client Replay:
--client-replay PATH, -C PATH
Replay client requests from a saved file. May be passed multiple t
imes.

Server Replay:
--server-replay PATH, -S PATH
Replay server responses from a saved file. May be passed multiple
times.
--no-server-replay-kill-extra
--server-replay-kill-extra



Kill extra requests during replay.
--no-server-replay-nopop
--server-replay-nopop
Don't remove flows from server replay state after use. This makes
it possible to replay same response multiple times.
--no-server-replay-refresh
--server-replay-refresh
Refresh server replay responses by adjusting date, expires and las
t-modified headers, as well as adjusting cookie

explration.
Replacements:
--replacements PATTERN, -R PATTERN
Replacement patterns of the form , whe

re the separator can be any character. May be passed
multiple times.

Set Headers:
--setheaders PATTERN, -H PATTERN

Header pattern of the form , wWhere the
separator can be any character. May be passed multiple
times.

j —

mitmproxy --help

mitmproxy --help
usage: mitmproxy  options

optional arguments:

-h, --help show this message and
--version show version number and
--options Show all options and their default values
-=-commands Show all commands and their signatures
--set option value Set an option. When the value is omitted, booleans are to true
, strings and integers are to None (if permitted ,
and sequences are emptied. Boolean values can be true, or to
ggle.
-q, --quiet Quiet.
-v, =-verbose Increase log verbosity.
--mode MODE, -m MODE Mode can be 9 h 9 , or
For reverse and upstream proxy modes,
SPEC is specification the form of

--no-anticache

--anticache Strip out request headers that might cause the server to 30
4-not-modified.

--no-showhost

--showhost Use the Host header to construct URLs display.

--rfile PATH, -r PATH

Read flows from file.
--scripts SCRIPT, -s SCRIPT



Execute a script. May be passed multiple times.
--stickycookie FILTER

Set sticky cookle filter. Matched against requests.
--stickyauth FILTER Set sticky auth filter. Matched against requests.
--save-stream-file PATH, -w PATH

Stream flows to as they arrive. Prefix path with + to append.
--no-anticomp
--anticomp Try to convince servers to send us un-compressed data.
--console-layout horizontal,single,vertical

Console layout.
--no-console-layout-headers
--console-layout-headers

Show layout component headers

Proxy Options:
--listen-host HOST Address to bind proxy to.
--listen-port PORT, -p PORT

Proxy port.
--no-server, =-n
--server Start a proxy server. Enabled by default.
--1gnore-hosts HOST Ignore and forward all traffic without processing it. In tran

sparent mode, it is recommended to use an IP address
range , not the hostname. In regular mode, only SSL traffic is ig
nored and the should be used. The supplied
value 1s interpreted as a regular expression and matched on the
or the hostname. May be passed multiple times.
--allow-hosts HOST Opposite of --ignore-hosts. May be passed multiple times.
--tcp-hosts HOST Generic TCP SSL proxy mode all hosts that match the pattern. S
imilar to --ignore, but SSL connections are intercepted.
The communication contents are printed to the log verbose mode.
May be passed multiple times.
--upstream-auth USER:PASS
Add HTTP Basic authentication to upstream proxy and reverse proxy
requests. Format: username:password.
--proxyauth SPEC Require proxy authentication. Format: ’ to ac
cept any user/pass combination, to use an Apache
htpasswd file, or
LDAP authentication.
--no-rawtcp
--rawtcp Enable/disable experimental raw TCP support. TCP connections start
ing with non-ascii bytes are treated as they would
match tcp_hosts. The heuristic is very rough, use with caution. Di
sabled by default.

-=no-http2

--http2 Enable/disable HTTP/2 support. HTTP/2 support is enabled by defaul
Be
SSL:

--certs SPEC SSL certificates of the form The domain may inclu
de a wildcard, and is equal to not specified. The

at path is a certificate PEM format. If a private key is i

ncluded the PEM, it is used, the default key

the conf is used. The PEM should contain the full certifi



cate chaln, with the leaf certificate as the first
entry. May be passed multiple times.
-=-no-ssl-insecure
--ssl-insecure, -k Do not verify upstream server SSL/TLS certificates.
--key-size KEY_SIZE TLS key size certificates and CA.

Client Replay:
--client-replay PATH, -C PATH
Replay client requests from a saved file. May be passed multiple t
imes.

Server Replay:
--server-replay PATH, -S PATH
Replay server responses from a saved file. May be passed multiple
times.
--no-server-replay-kill-extra
--server-replay-kill-extra
Kill extra requests during replay.
--no-server-replay-nopop
--server-replay-nopop
Don't remove flows from server replay state after use. This makes
it possible to replay same response multiple times.
--no-server-replay-refresh
--server-replay-refresh
Refresh server replay responses by adjusting date, expires and las
t-modified headers, as well as adjusting cookie

expiration.
Replacements:
--replacements PATTERN, -R PATTERN
Replacement patterns of the form , whe

re the separator can be any character. May be passed
multiple times.

Set Headers:
--setheaders PATTERN, -H PATTERN

Header pattern of the form , Where the
separator can be any character. May be passed multiple
times.
Filters:
See mitmproxy filter expression syntax.

--intercept FILTER Intercept filter expression.
--view-filter FILTER Limit the view to matching flows.

«1 —

mitmweb --help

mitmweb --help
usage: mitmweb options



optional arguments:

-h, --help show this message and
-=version show version number and
--options Show all options and their default values
-=-commands Show all commands and their signatures
--set option value Set an option. When the value is omitted, booleans are to true
, strings and integers are to None (if permitted ,
and sequences are emptied. Boolean values can be true, or to
ggle.
-q, --quiet Quiet.,
-v, =-verbose Increase log verbosity.
--mode MODE, -m MODE Mode can be 9 q 9 , or
For reverse and upstream proxy modes,
SPEC is specification the form of
--no-anticache
--anticache Strip out request headers that might cause the server to 30
4-not-modified.
--no-showhost
--showhost Use the Host header to construct URLs display.
--rfile PATH, -r PATH
Read flows from file.
--scripts SCRIPT, -s SCRIPT
Execute a script. May be passed multiple times.
--stickycookie FILTER
Set sticky cookie filter. Matched against requests.
--stickyauth FILTER Set sticky auth filter. Matched against requests.
--save-stream-file PATH, -w PATH
Stream flows to as they arrive. Prefix path with + to append.
--no-anticomp
--anticomp Try to convince servers to send us un-compressed data.
Mitmweb:
--no-web-open-browser
--web-open-browser Start a browser.
--web-port PORT Web UI port.
--web-1face INTERFACE
Web UI interface.
Proxy Options:
--listen-host HOST Address to bind proxy to.
--listen-port PORT, -p PORT
Proxy port.
--no-server, -n
--server Start a proxy server. Enabled by default.
--1gnore-hosts HOST  Ignore and forward all traffic without processing it. In tran

sparent mode, it is recommended to use an IP address

range , not the hostname. In regular mode, only SSL traffic is ig

nored and the should be used. The supplied

value is interpreted as a regular expression and matched on the

or the hostname. May be passed multiple times.
--allow-hosts HOST Opposite of --ignore-hosts. May be passed multiple times.

-=-tcp-hosts HOST Generic TCP SSL proxy mode all hosts that match the pattern. S



imilar to --ignore, but SSL connectlons are intercepted.
The communication contents are printed to the log verbose mode.
May be passed multiple times.
--upstream-auth USER:PASS
Add HTTP Basic authentication to upstream proxy and reverse proxy
requests. Format: username:password.
--proxyauth SPEC Require proxy authentication. Format: 5 to ac
cept any user/pass combination, to use an Apache
htpasswd file, or
LDAP authentication.
--no-rawtcp
--rawtcp Enable/disable experimental raw TCP support. TCP connections start
ing with non-ascil bytes are treated as they would
match tcp_hosts. The heuristic is very rough, use with caution. Di
sabled by default.

-=no-http2
--http2 Enable/disable HTTP/2 support. HTTP/2 support is enabled by defaul
t.
SSL:
--certs SPEC SSL certificates of the form The domain may inclu
de a wildcard, and is equal to not specified. The
at path is a certificate PEM format. If a private key is 1
ncluded the PEM, 1t 1s used, the default key
the conf is used. The PEM should contain the full certifi

cate chain, with the leaf certificate as the first
entry. May be passed multiple times.
--no-ssl-insecure
--ssl-insecure, -k Do not verify upstream server SSL/TLS certificates.
--key-size KEY_SIZE TLS key size certificates and CA.

Client Replay:
--client-replay PATH, -C PATH
Replay client requests from a saved file. May be passed multiple t
imes.

Server Replay:
--server-replay PATH, -S PATH
Replay server responses from a saved file. May be passed multiple
times.
--no-server-replay-kill-extra
--server-replay-kill-extra
Kill extra requests during replay.
--no-server-replay-nopop
--server-replay-nopop
Don't remove flows from server replay state after use. This makes
it possible to replay same response multiple times.
--no-server-replay-refresh
--server-replay-refresh
Refresh server replay responses by adjusting date, expires and las
t-modified headers, as well as adjusting cookie
expiration.



Replacements:
--replacements PATTERN, -R PATTERN

Replacement patterns of the form , whe
re the separator can be any character. May be passed
multiple times.
Set Headers:
--setheaders PATTERN, -H PATTERN
Header pattern of the form , Where the
separator can be any character. May be passed multiple
times.
Filters:
See mitmproxy filter expression syntax.
--intercept FILTER Intercept filter expression.
/] S 3
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[RE2R] windowsHpip install mitmproxy2/: ERROR Could not build wheels for
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¢ Android Security: SSL Pinning. Using SSL in an Android app is easy... | by Matthew Dolan |
Medium

¢ Bypassing Certificate Pinning on Android for fun and profit | by Felipe Lima | Medium

e Bypassing SSL Pinning on Android via Reverse Engineering.pdf

¢ https://dl.packetstormsecurity.net/papers/general/android-sslpinning.pdf
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