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HOW DO ATTACKERS GET IN?

Attack vectors are the means by which hackers gain access; a single
incident can include multiple attack vectors. By analyzing incidents
since 2010, Upstream found that the three most common attack
vectors were servers, keyless entry systems, and mobile apps. The
numbers below indicate the percentage of total incidents in which
each attack vector was used.

Most Common Attack Vectors
Breakdown of Top Attack Vectors Used 2010-2020
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TOP 2020 CYBER INCIDENTS
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4,118 vehicles
were stolen

in India with
cheap electronic
devices that
enabled the
thieves to
bypass the
engine control
module, unlock
the vehicle,
start the engine,
and access

the vehicles'
computer?'.

]

A Mobileye 630
PRO and Tesla
Model X hack
fooled the ADAS
and autopilot
systems to
trigger the
brakes and steer
into oncoming
traffic2.

o
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19 vulnerabilities
were found in a
Mercedes-Benz
E-Class car,
allowing hackers
to control the
vehicle remotely,
including
opening its doors
and starting the
engine®.

Hackers took
full control of an
OEM's corporate
network

by reverse-
engineering a
vehicle's TCU
and using the
telematics
connection to
infiltrate the
network?,

Gitbook&z/FEHT: 2021-08-10 13:35:01

Hackers found
passwords and
AP tokens for
Daimler's internal
systems after
source code of
aconnected car
component was
made publicly
available®.

=

Hackers publicly
offered to

sell car rental
information

of 3.5 million
Zoomcar users
on the dark
web?®,

=]

Toll Group,

an Australian
transportation
fleet, was hit with
aransomware
attack for the
second time in
2020, affecting
1,000 servers
and 40,000
employees?’,

Honda stopped
production in

a number of
its plants after
its networks

in Europe and
Japan were
attacked with
the Snake
ransomware®.

In

|l

More than 300
vulnerabilities
were found in
over 40 ECUs
developed by 10
Tier-1 companies
and OEMs®.

®

A hacker was
able to gain
control over
Tesla's entire
connected
vehicle fleet
by exploiting
a vulnerability
inthe OEM's
server-side
mechanism?®.
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| Data and Telematics

RELERS | BBHRELZE | Autotalks (auto-

Vehicles are considered “connected” when they share data between
servers, apps, and the vehicles’ various components to enable telematics
services, smart mobility services, and more.

There are 5 primary modes of vehicle connectivity:

Vehicle to Vehicle to Vehicle to Vehicle to Vehicle to
Infrastructure  Vehicle Cloud Pedestrian Everything
(vai) (vav) (vac) (V2P) (V2X)
Wireless exchange Data-sharing Communication Communication Any data exchange
of data between between vehicles, between a vehicle between vehicles, or communication
the vehicle and typically including  ang cloud-based infrastructure, between a vehicle
road infrastructure Iocatio_n, to avoid backend systems and personal and other objects or
to get information lrafﬁc jams and allowing the mobile devices road users, such as
about accidents, accidents. vehicle to process to inform about traffic lights, road
construction, information and the pedestrian markings, traffic
parking, and more. commands sent environment signs, etc.
between services enabling safety,
and applications. mobility, and
environmental
advancements.

- B3

14
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m V2V = Vehicle to Vehicle
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e IS0/SAE 21434 = IS0 21434
o B4 —1TRENE=ZEIT
o WiE: HET
o —HEIEMIA: 1s0/sAE 21434 2 sae F 150 HEFIERE—NEETUA
WE LR 2T

EI=)
°© B=

» HRIOEMAERIEFEMEEENEE T EHRAFAMANEE, B
HEREMNEENE, EFRRA/EGNEREPREE BTN
&, BREmNZTEM

v SETENNERENEREE XA UEE MNP EREAIE
BEFARNE, ATRSEETUHHINEZEWEE, TERLISO/
SAE 21434, MERFETEARIARS

= IS0/SAE 21434 R—NE—INE, ERTEHPEAISINBNEEE
RS E AN

Management of Cybersecurity
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IS0 26262
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= BESEAPN—INEEZEIRE functional safety standard
B Road vehicles — functional safety = EBEMUEERS =BIM: I
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" IS0 26262:2011 E=10PNEESD
= Part 1: Vocabulary
= Part 2: Management of functional safety
= Part 3: Concept phase
= Part 4: Product development at the system level
= Part 5: Product development at the hardware level
= Part 6: Product development at the software level
= Part 7: Production and operation
= Part 8: Supporting processes
= Part 9: ASIL-oriented and safety-oriented analysis
= Part 10: Guideline on the safety standard
n IS0 26262:2018 =12MERSD
= Part 1: Vocabulary
= Part 2: Management of functional safety
= Part 3: Concept phase
= Part 4: Product development at the system level
= Part 5: Product development at the hardware level
= Part 6: Product development at the software level
= Part 7: Production, operation, service and decommissioning
= Part 8: Supporting processes
= Part 9: Automotive Safety Integrity Level (ASIL)-oriented and
safety-oriented analysis
= Part 10: Guidelines on ISO 26262
= Part 11: Guidelines on application of ISO 26262 to
semiconductors



V2X

= Part 12: Adaptation of ISO 26262 for motorcycles
o RZOMER: AsIL
= ASIL = Automotive Safety Integrity Level = RERLEHEZR
= EXTREFENZEHENFER
» REHE
« B1F
= Severity
= S0: No injuries
= S1: Light to moderate injuries
= S2: Severe to life-threatening (survival probable)
injuries
= S3: Life-threatening (survival uncertain) to fatal
injuries.
= Exposure
= EO: Incredibly unlikely
= E1: Very low probability (injury could happen only
in rare operating conditions)
= E2: Low probability
= E3: Medium probability
= E4: High probability (injury could happen under
most operating conditions)
= Controllability
= CO0: Controllable in general
= C1: Simply controllable
= C2: Normally controllable (most drivers could act
to prevent injury)
= C3: Difficult to control or uncontrollable
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AUTOSAR Software Framework

The AUTOSAR Platforms

Classic
Platform
=)

&)
Real Time High, in the range of
Requirements micro-seconds
Safety High, up to ASIL-D
Criticality
Computing Low, ~ 1000 DMIPs
Power
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AUTOSAR Basic Principles

Adaptive
Platform
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milli-seconds
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High, > 20.000 DMIPs

Proprietary vs. AUTOSAR Middleware Approach

Proprietary Solution

Application Software

Basic Software

Application Software

Standardized Middleware

Collaboration
E.g. Infotainment
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Linux, Automotive Grade
Linux, GENIVI, Robot
Operating System (ROS)

Low, in the range of
seconds

Low, QM

High, ~ 10.000 DMIPs

AUTOSAR"

Standardized

Methodology

Hardware
Specific
ECU

Hardware

Virtualization / OS / Hardware
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AUTOSAR Classic Platform
Layered Software Architecture (1/2)

The layered architecture of the classic
platform basically supports

* Hardware abstraction

« Scheduling of runnables and tasks (OS)

« Communication between applications
on the same hardware and over the

Application Layer

Runtime Environment

Services Layer network
— Complex « Diagnosis and diagnostic services
ECU Abstraction Layer Drivers « Safety- and

Microcontroller Abstraction Layer * Security Services

Microcontroller

]
AUTOSAR Classic Platform
Layered Software Architecture (2/2)
Application Layer
Runtime Environm
=
s Communication | Services Abstraction
Services
W
Device HW Abstraction ‘Communication HW Abstraction
Abstraction HW Abstraction
= ==
Drivers Drivers Communication
Drivers.
Microcontroller
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AUTOSAR Classic Platform
Layered Software Architecture (2/2)
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Runtime Environment
System Memory Crypto Off-board ‘Communication 10 HW Complex
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Onboard Memory Crypto Wireless ‘Communication
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Abstraction H
Microcontroller  Memory Crypto Wireless Communication 1O Drivers
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]
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Architecture - Logical view
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AUTOSAR Runtime for Adaptive Applications (ARA)
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Software Architecture — AUTOSAR Defined Interfaces
Use Case ‘Front Light Management’: Exchange Type of Front Light

OEM Supplier A
Headiight
set_light (type, mode)

Integrator Supplier B

SwitchEvent LightRequest
‘switch event (event)
Switch_ovent (event) .

Front-Light Manager

geLlmyposition)
et light (type, mode)
set_dboard(type, mode)
UTOSAR

Std. Interface Std. Imgrflce
5 ,_
% Mlcrocommllnr Abstraction
| | >
Software Architecture — AUTOSAR Defined Interfaces
Use Case ‘Front Light Management’: Exchange Type of Front Light
Integrator Supplier B OEM Supplier A
itchEv jhtRequest T Xenonlight
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5
g
<
|
B &
. 0 @ b oo

Distribution on ECUs — ‘Front-Light Management’

LightRequest
switch_event(event)
) o — ce
e .
)

Front-Light Manager Kenonlight
" ’ set_light(type, mode)
set_light(type, mod) set_current(...)
AUTOSAR Inferface
2
-

CAN Bus g '5

Xenonlight
set_lightltype, mode)

Front-Light Manager

SwitchEvent TightRequest

switch_event(event)
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AUTOSAR Interface
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